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Use Case of Cyber Security
EPP & EDR for Comprehensive
Endpoint Protection

TV Raghuram, the MD of Insurance Corporation of of India (ICl) was anxious.
Analysts were predicting big hits on BFSI by hacktivists. He called in
Information Security team, led by Reema Deshpande (AGM IT), to
understand ICl's security posture.

"Reema," said Raghuram, "the nation depends on us not only to insure their
lives, but also protect their information. We cannot let them down even in
the face of such advanced threats. | know we are protected at enterprise
level, how about end points?"

"The right combination of Endpoint Protection (EPP) and Endpoint Detection
& Response (EDR) solutions will protect our endpoints," responded Reema,
"and | must update you sir, our EPP is being upgraded and EDR is being
implemented by CMS IT Services."

"Help me understand Reema."

"Together, EPP & EDR provide comprehensive
protection against malware, ransomware, and other
threats by using behavioral analysis, machine
learning, and artificial intelligence."

"How long before full implementation?"

"We are in the final stages sir, say a week at max."

This is a real life use case. Names have been protected.
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