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Use Case of Cyber Security
EPP & EDR for Security Awareness

Jaswinder Singh, the CIO of Hindustan Light Electronics Limited (HLEL) was
reviewing Rajesh Kumar (CISO) on their latest cyber security awareness
initiative for their employees.

CMS IT Services had deployed Endpoint Protection (EPP) and Endpoint
Detection & Response (EDR) solutions in their organisation. The onsite team
of CMS IT shares tool generated reports of any attacks (phishing / malware /
ransomware / other threats) on any of the end points with the IT team of
HLEL. These are detailed reports which cover attack vectors, time of attack,
type of attack etc. They also help analyse any existing weaknesses in the
system.

The IT team of HLEL conducts sessions of cyber security awareness for their
employees on a monthly basis where such reports and their outcomes are

discussed.

This has vastly strengthened HLEL's security posture, lowering
attack incidences and any loss of revenue / productivity.

This is a real life use case. Names have been protected.
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